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Making Decisions

Built to optimize every phase of
the meeting lifecycle
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Agenda Summary

© Greetings

» Planning better meetings

& Al Agenda Assistant

® Al Meeting Briefs

% Al Calendar Assistant

Agenda Builder + Templates
Collaboration and Co-Authoring
Meeting Book Generator + Annotations
Comments + Topic Suggestions
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+ Create New Task
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» Running meetings more effectively

% Al Responsive Task Assistant
Presentation Pack

Time Tracker

Task and Decision Tracking
Private Notes

Meeting Book

Integrated Meeting Notes
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o Meeting Minutes are
ady to be generated

» Accomplishing more afterward

% Al Meeting Recaps

% Al Meeting Minutes

% Al Meeting Coach Insights
Meeting Minutes

Meeting Planner + Backlog
Customizable Content Templates
Standing Agendas for Recurring
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Decisions is seamlessly integrated with Microsoft 365 and your existing security settings

Application Overview

CH =@ P

Client application integrations

Decisions integrates with Microsoft apps such as Outlook, Word and Microsoft Teams
through add-ins distributed through Microsoft AppSource.

v
6 Microsoft Graph

v

o Microsoft 365

Microsoft 365

Decisions stores all customer data in customer's
Microsoft 365 tenant using services such as
SharePoint, OneDrive, OneNote and Planner. All

existing Microsoft 365 access control systems apply.

End user devices

Customer isresponsible for the end devices used to access Decisions. Decisions

integrates seamlessly with Azure AD conditional access policies.

Decisions

A

Azure Services

Decisions operates a set of Azure services used for
application distribution, license management,
storing of references to data in customer's Microsoft
365 tenant, and metadata about application health
and usage.

v
Decisions Al (optional)

v
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Azure OpenAl Services

Decisions Al utilizes Azure OpenAl. Azure OpenAl
Services provide REST APl access to OpenAl's
powerful language modelsincluding, but not limited
to, the GPT-4, GPT-35-Turbo, and Embeddings model
series.
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Encryption and security protocols keep your data safe in transit

Data Transfer

Server communication

The Decisions client application communicates directly with the
customer's Microsoft 365 tenant. No communication with the customer's
Microsoft 365 tenant is routed through Decisions Azure services.

Azure AD conditional access policies

All commmunication between client and Microsoft 365 or Decisions APls
uses HTTPS and TLS 1.2 or newer.

Encryption

All commmunication between client and Microsoft 365 or Decisions
APIls uses HTTPS and TLS 1.2 or newer.

Domains
app.boarddecisions.com, api.boarddecisions.com,,

cdn.boarddecisions.com, decisions.service.signalr.net, decisions-
analytics-prod.azurewebsites.net, api.meetingculture.ai
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Continuing our commitment data privacy in the Al era

Data Storage

Microsoft 365 Services Decisions Decisions Al

All sensitive data (e.g., meetings, transcripts, notes, Decisions stores references such as object IDs to A stateless (no storage of input or output) service
files, tasks, usernames, emails, etc.) are stored data in customer's Microsoft 365 tenant to model that ensures your data is securely processed and
exclusively within customer’s Microsoft 365 services and connect additional types of objects such as remains safely stored in your Microsoft 365

and follow existing security settings. agendas or presenters not found in Microsoft 365. services.

Q Monthly Leadership Sync 11/20/2023

E] Agenda Item 1 - Greetings

G Agenda Item 2 - Organizational Updates

E] Agenda Item 3 - Metrics and Movement

[3 Meeting Book - 11/20/23

B Meeting Minutes - 11/20/23

[3 Meeting Notes - 11/20/23
Customer data such as files, meetings, tasks etc. are stored Decisions uses reference objects — pictured above — to Decisions Al transfers relevant data to Azure OpenAl data
exclusively within the customer’s Microsoft 365 environment. communicate and process on end user devices. Data is centers in the EU or US (based on client preference).
No Decisions employees have access to the data in your processed in a stateless processing manner ensuring that Availability of additional regional OpenAl data processing

Microsoft 365 environment. Decisions never has access to customer data. options are planned for Decisions Al. @ —



Customer data is only accessible by authorized Microsoft 365 account holders

Access Control

Users

Decisions always runs in the context of the user signed into Decisions. This is
enforced through the Microsoft Graph permission requests by Decisions
when approving the application. No Decisions employees have access to
customers' Microsoft 365 tenant.

Access control

All data is protected by Microsoft 365 access control system. Users of
Decisions will only be able to get access to a subset of the data they already
have access to in Microsoft 365.

Application architecture

Decisions (not including the mobile application) is built as a Single Page
Application (SPA) using Angular. This architecture means the application
runs client side in a browser on the end user device.

Decisions
Enterprise App

B Microsoft

Permissions requested

Review for yaur organization
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Decisions
Decisions &
is app would like to:
Send a teamwark activity as the user
Read and write user chat messages

Read and write all OneNote natebooks that user can
access

Read user mailbox settings
Edit or delete items in al site collections
Read and write user and shared calendars
Sign in and read user profile

Read all users' basic profiles

Read and write all groups

Send mail as a user

Have full access to user calendars

Have full access to user files

Read all files that user can access

Read user channel messages

Create, edit, and delets items and lists in all site
collections

Send channel messages
Create tabs in Micrasoft Teams.

Read tabs in Microsott Teams

Read the names and descriptions of teams
Read the names and desariptions of channels
Read the members of channels

Manage installed Teams apps in chats

Create, read, update, and delete user's tasks and task
lists

Allow the Teams app to manage all tabs in chats
Read directory data

Maintain access to data you have given it access to

Does this app look suspicious? Report it here

cocs

Decisions Al Optional
Permissions

B® Microsoft

Permissions requested

Review for your organization
Decisions
Decisions &

This app would like to:

~~ Read all transcripts of online meetings.

~/ Read and create user's online meetings

v Read users relevant pecple lists

~~ Read all company places

~~ Maintain access to data you have given it access to

\ View users' basic profile

If you accept, this app wil get access to the specified resources for al
users in your organization. No one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at htps://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here


https://support.meetingdecisions.com/en/knowledge/technical-guides-and-information/security/decisions-microsoft-graph-permissions-explained
https://support.meetingdecisions.com/en/knowledge/technical-guides-and-information/security/decisions-microsoft-graph-permissions-explained

Enterprise-grade Al meeting solution

Decisions Al Overview

Securely connects to your existing Retrieves customer data from end- Customer data is securely processed
M365 services using delegated user devices, then passes it on to in Azure OpenAl services in Europe
permissions Decisions Al Azure services or US (based on client preference).

access Al functionality must approve Decisions Al features, which broadens the security frammework and
architectural capabilities of Decisions. @ _—

‘ Decisions Al is an add-on that integrates with the core Decisions software. Customers who wish to



Enterprise-grade Al meeting summaries — built for privacy and security

Al Summaries Designed for Privacy and Security

a Native Microsoft Teams Integration
Decisions rely on Microsoft Teams' built-in transcription capabilities

as the foundation for generating Al Meeting Summaries—no need for U & 0126 (=) Transcription has started X
external tools or additional setup.

Weekly Leadership Sync

a No Third-Party Bots Required A & o O B @ ¢
Decisions ensures your meeting discussions remain private and Chat People  Raise  React  Notes  Stopsharing  Decisions  Apps  More Camera  Mic  Share
secure by eliminating the need for third-party bots to join and listen
in on your meetings. All data stays within your trusted Microsoft Transcript ® X
Teams environment.
10:21 AM

@ Michael Scott started transcription

a‘ Michael Scott 10:21 AM
Hi thanks for joining today.
To start things off, can we do a
quick status update on the new

on the new work from home
policy rollout?

& Jolene Bennett 10:22 AM
= I think I'm gonna update new hire
onboarding doc so that everyone

in the team is on the same page
with respect to the new initiative.

e Data stays under your control

Transcripts and Al Meeting Summaries are stored exclusively in your
Microsoft 365 services, ensuring compliance with your organization’s
data governance policies.

° Privacy by design

Decisions Al leverages Microsoft Azure OpenAl for Al processing. Your
data is never used for Al training—ensuring sensitive discussions
remain private, protected, and fully compliant with enterprise-grade

&
security standards. t

-
aren IS I 6

‘ﬁ Charles Miner 10:22 AM



Protecting your data

Data Flow - Decisions Al

° Download Decisions App to end user device

The user downloads the Decisions single page app
(SPA) when accessing https://app.boarddecisions.com

a Authenticate using customers’ Azure AD

User authenticates with the customer Azure AD. The
authentication token is used to authenticate the user
when using the Decisions APl and Microsoft Graph API.

e Get IDs from Decisions API

° Load data from Microsoft Graph API

Datais loaded through the Microsoft Graph API using
the ids loaded from the Decisions API.

e Send selected data to Azure OpenAl
Data is selected based on the context of the meeting
and function used. Packaged with instructions for the
Al and sent for processing in Azure OpenAl

Decisions + Al
Features

Microsoft Initiate

Credentials Decisions Al
—_
—_—

H \A
Qutput

Download
SPA definitions

Decisions Web

Decisions CDN

Decisions Apps and add-ins on end user decvices

Microsoft
Teams

Microsoft Microsoft
QOutlook Word

Microsoft
Powerpoint

b = $

o Signin

Customers
Azure AD

Authorization
Token

e Get IDs

Decisions APIs

@ Return IDs ——

Get data
from IDs

Microsoft
Graph API

Browser Mobile App

GCet data
from IDs

Microsoft
Graph API

>

@ Craft Prompt

Azure

A

OpenAl

e Return Data ——



https://app.boarddecisions.com/

Information inputs considered by Decisions Al

Data Processing Content — Decisions Al

Data processing in Decisions Al

Input to the Al models is optimized for each feature,
depending on the action, the available context, and Transcript : ® Monthly Leadershipsync @ Losdership Westing chac JNC °
the available information — data is structured and R A

10:00AM to 11:00AM (1 hour) @ Jan Levinson
Occurs the second Thursday of every month o

We're continuing to see great trends with

q q wwares
provided to the Al model for processing. @ Microsoft Teams Meeting the hybrid iniitive, R
Charles Miner 4! -
@ Michael Scott has invited you. 'e e e b e e e < i
Excited to see this launch company wide.
(8 Youaccepted Edit RSVP Each department should send timelines on

when rollout is feasible.
Maonthly compnay leadership sync Fram:
Michaelscott@officedecisions.com When:
10:00 AM - 11:00 AM November 10.
Type a new message

g 6invitees accepted Voo 2 © o

b ? © rY
WF i ER ? DW + 1 more
Agenda

Agenda Summary

Data access

This data is always in the context of the current

authenticated user and the information they have : -
Microsoft (collaborative)

access to on the delegated permission basis.

ﬂ Meeting notes m Decisions
© ocreetings o @ on
Agenda
O Topic. @name, time allotted © organizational updates 1w User provided text input
) © Metrics and movement L~
Meeting Notes N Meeting
Types Of data sources + Add meeting notes @ Newes ord noves | How does the meeting recap look to you?
Decisions Al data sources include, but are not Follow-up tasks © o
+ Add task

~ ~
- { )
1 B % Add topic Back (_cancel ) m

limited to transcripts, calendars, meeting chats,
minutes, notes, agendas, and text inputs.




Responsible data management with Azure OpenAl

Enterprise-Grade Al

@ Important

Your prompts (inputs) and completions (outputs), your
embeddings, and your training data:

are NOT available to other customers.

are NOT available to OpenAl.

are NOT used to improve OpenAl models. are NOT used to
improve any Microsoft or 3rd party products or services.
are NOT used for automatically improving Azure OpenAl
models for your use in your resource (The models are
stateless, unless you explicitly fine-tune models with your
training data).

Your fine-tuned Azure OpenAl models are available
exclusively for your use.

The Azure OpenAl Service is fully controlled by Microsoft;
Microsoft hosts the OpenAl models in Microsoft's Azure
environment and the Service does NOT interact with any
services operated by OpenAl (e.g. ChatGPT, or the OpenAl API).

Data isolation

Inputs to and outputs from the service are not
shared with other customers, OpenAl, or used
to improve OpenAl models. They are also not
used to enhance any Microsoft or third-party
products or services or for automatically
improving Azure OpenAl models. This ensures
that data remains isolated and secure.

Decisions Al

Decisions Al is using Microsoft Azure OpenAl
services, which are hosted within the EU or
the US (based on client preference). The
service is designed with a strong focus on
data privacy and security.

Azure OpenAl abuse monitoring

Azure OpenAl Service might flag content that
may violate the code of conduct. Prompts and
generated content may be securely stored for
up to thirty (30) days.

Stateless models

The Al models used by the Azure OpenAl
service are stateless. This means that no
prompts or generations are stored in the
model. In addition, prompts and generations
are not used to train, retrain, or improve the
base models. This helps to ensure the privacy
of our data and the integrity of the Al models.

@_



Learn more about our commitment to data security

Explore Our Certifications and Other Resources

COMPLIANT

GDPR (31127001
SIS

* Decisions is compliant with GDPR

« SO 27001:2022 certified

* SOC2 (pending certification Q1 2025)
« 2024 security assurance report

A =. Microsoft 365 & Preferred solution

These are in addition to the compliance certifications
held by Office 365 and Microsoft Azure.

Decisions is a preferred Microsoft solution

Decisions
Security and privacy FAQ
» Architecture and security overview @

» Decisions Microsoft Graph permissions explained
e Decisions data storage overview

» Privacy statement
e Terms of Service

Decisions Al

Privacy statement ¢+
+ Terms of Service

Microsoft — Azure OpenAl
« Data, privacy, and security for Azure OpenAl Service

e Azur enAl A Monitorin A @

e Code of Conduct
* Product Terms



https://docs.microsoft.com/en-us/marketplace/appsource-overview
https://www.meetingdecisions.com/hubfs/docs/1SA_NO-ISMS-290823-1_Decisions.pdf
https://www.meetingdecisions.com/hubfs/docs/140324%20-%20Decisions%20Security%20Assurance%20Report.pdf
https://www.decisionsai.com/privacy
https://www.decisionsai.com/terms
https://learn.microsoft.com/legal/cognitive-services/openai/data-privacy
https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/abuse-monitoring
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/code-of-conduct?context=%2Fazure%2Fai-services%2Fopenai%2Fcontext%2Fcontext
https://www.microsoft.com/licensing/terms/productoffering/MicrosoftAzure/MCA
https://www.meetingdecisions.com/security-and-privacy
https://support.meetingdecisions.com/en/security-trust
https://support.meetingdecisions.com/knowledge/technical-guides-and-information/security/decisions-microsoft-graph-permissions-explained
https://hubs.ly/H0gT9N60
https://www.meetingdecisions.com/privacy
https://www.meetingdecisions.com/terms-of-service
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